


》 Product Specification 

Analysis and Recovery of Va『ious I mages and File systems MD-REDData AnaIyslS 요warc - Images: SD Card, phone data partition, MDF, EOl, GrayKey, UFED image format 
- FAT/exFAT, ext3/4, HFS+, and other common and specialized types
- Analysis of deleted data from unallocated area
- Data carving from unused area 

Analysis of Mobile Data and Apps 

- Multimedia files taken by phone camera 
- Call log, Address book, SMS/MMS, Email, Memo, Internet history 
- SNS, Map, Navigation, Health, Banking and Lifestyle apps 
- Detects Steganography, anti-forensic apps 
- Deserialization, Decryption and Recovery of data 

Advanced Analysis of Popular Messengers 

- Description of encrypted messenger data 
- Decryption and analysis for multiple backup files of WhatsApp 
- Multiple account analysis 

Data Visualization and Social Relationship Analysis 

- Map view for GPS data and cell tower location 
- Timellne Vlew 
- Communication visualization 
- Web browser for internet history review 
- Social relationship analysis 
- Community analysis by centrality 

Multiple Space Analysis 

- Samsung secure folder(KNOX space) analys is 
- Huawei PrivateSpace analysis 
- Android Multi-Space analysis 

Data Decryption and Recovery 

- Identifies encrypted document 
- Decrypts encrypted chat message, email, file and app data 
- Recovery of deleted file and multimedia data 

Dynamic Data Filte『 and Sea『ch

- Filtering by file system, signature, time and etc. 
- Dynamic filtering operators, sorting, grouping and etc. 
- Search by regular express ion 
- Keyword registration 
- Bookmarking of selected data 
- Multimedia filter by app, status, size, type, p「operty, path and etc 

Reporting 

- Export of original or conve「ted files with file hash value 
- Report file formats - PDF, Excel, ODS, HTML, XML and SQLite DB 
- 3rd party report file formats - NUIX, Relativity and ForenslQ one 
- Electronically stored information can be included in a report 
- Analyzed result can be reviewed with a stand-alone data viewer 'MD-Explorer' 

'Contact us formore detailedproductspec information. 
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